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Cybersecurity View

Enterprise Risk Management Framework
(RMF) and other compliance

mandates focus attention on the
System

system.
Protection Critical Controls are placed at the system
Boundary Assets level to protect critical assets.

Software that is not properly
constrained can readily bypass
these controls.
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Software Attack Surface Extends Beyond the System

SOURCES: Third-party
products, language libraries,
open source, firmware

Supply Chain

Exploitable
Vulnerabilities

Trusted Insiders W

SOURCES: HUMINT,
infrastructure,
processing errors
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Enterprise

SOURCES:
Connected systems,
infrastructure, cloud
and monitoring
services
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External
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Supply Chain/Acquisition Risk Is Increasing

Heartland Payment Systems (2009)

« Silverpop (2010)

» Epsilon (2011)

* New York State Electric and Gas (2012)

» Target (2013)

* Lowes (2014)

« AT&T (2014)

+ HAVEX / Dragonfly attacks on energy industry (2014)
* DoD TRANSCOM contractor breaches (2014)
» Equifax (2017)

* Marriott (2018)

» SolarWinds (2020)

* Log4j (2021)

* Medibank (2022)

* MOVEit (2023)

» CrowdStrike (2024)

In more than 230,000 organizations, 98% have a
relationship with a third party that has been breached within the last two years.

https://www.securityweek.com/98-of-firms-have-a-supply-chain-relationship-that-has-been-breached-analysis/
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Key Software Assurance Acquisition Challenges

Third-party components are widespread throughout every system and require an
integrated acquisition, engineering, development, and operational focus to ensure
sufficient security and resilience.

Many Software Development Plans (SDPs) only consider RMF, which does not
address a major portion of the software-assurance attack surface.

Managing relationships with third parties is a critical success factor.
» A program can no longer effectively manage cyber risks alone.
» Supply chain risk management requires each supplier to manage its suppliers.
* Interactions with suppliers are increasingly data driven.

|ldentifying an attack requires monitoring for it with knowledge of system and software
weaknesses and vulnerabilities and understanding of abnormal behavior.
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Defect, Weakness, and Vulnerability Landscape

Where Software Flaws Are Introduced
70% 20% 10%

Requirements System  Software Component Code Unit Integration System  Acceptance Operation
Engineering  Design  Architectural  Software Development Test Test Test

Design Design

3.5% 16% 50.5% 9% 21%

Where Software Flaws Are Found

Best-in-class results: <600 defects per MLOC in operation

Very good code: 600 to 1,000 defects per MLOC in operation

Average quality code: 6,000 defects per MLOC in operation

5% of operational defects are potential vulnerabilities
Sources: Critical Code; NIST, NASA, INCOSE, and Aircraft Industry Studies
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Activities to Reduce Defects and Vulnerabilities

Sustainment

Engineering and Development

, SDSDSISTHSHS D D

Risk Mislaio; -Irhreat Abuse Architecture Coding Testing, Monitoring Breach Uncaught
Scenarios odeling Cases = and Design Rules and Validation Awareness Breach
= Principles Guidelines and
: Verification
Requirements and Acquisition : Deployment and Operations
NN SN NN N NN NN NN NN NN NN EEE NSNS NS EEEEEEEEEEEEEEEEEEEEE -~

Design Weaknesses Coding and Implementation Weaknesses

These activities are needed in every acquisition and every organization in the supply chain.
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Acquisition Security Framework (ASF): Best Practices

The ASF includes 51 goals and 334
practices spread across the following
Six practice areas:

Program Management

* Program Management

Engineering Lifecycle Supplier Dependency

Management * Engineering Lifecycle
Support » Supplier Dependency Management
Independent Assessment and Compliance o Support

Process Management

* Assessment and Compliance
* Process Management

Source: Alberts, C.; Bandor, M.; Wallen, C.; & Woody, C. Acquisition Security Framework (ASF): Managing Systems Cybersecurity
Risk (Expanded Set of Practices). CMU/SEI-2023-TN-004. Software Engineering Institute. 2023. https://doi.org/10.1184/R1/24128475
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Software Assurance Across the Lifecycle

Ll il e B e e e e e e e e e e e e p—
| ]
Acquisition and : . Operation and
| i Requirements | - - - - - - — — — —— _ ___ __ __ »| System Testin Deployment Deployment | { VP
I Contracting - ye g pioy e | \ Sustainment
|
| Verification and :
I Architecture |& ———— ——— ——— . Testing I g/
I IResponse
| |
| |
: Design -« — — Unit Testing :
| |
| |
I Prediction Verification '
1 Implementation |
| |
| |
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Goal-Driven Measurement Overview

Goals
Gils Business => Sub-Goals => Measurement

Questions Questions Question
What do | want to know or learn?
‘ o0l

Indicator Template

Goal

Indicators Indicators Perspective
‘ @ HHEH |:|[||] Input/Measures
Measures Algorithm
SLOC Staff-hours Trouble Reports Assumptions
o Interpretation
@G- Infrastructure
@ - Assesment
Definition
Checklist

Source: Implementing Goal-Driven Measurement (IGDM) SEMA Course. 2019. https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=635664
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GQIM Wor

KsShop

St1ep Goals Clarify Questions Decomposing Indicator Template
the Goals
Goal ID
Components of good To Refine the Goal Subgoals. by Objective
goal statements Perspective
Question
* Inputs
Success Success Criteria Operationalize ul][l
Indicators Goals
Postulate Success Clear articulation of the Operationalize Goal Algorithm
Indicators criteria you will use to decide Statement .
. Assumptions
if the goal has been met.
Strategies 81 | dentify the Data Identify the Prepare and Plan
and Activities S Flements actions needed f )
. Verification an
Avail - Source to implement Action Plans
Dat
e N QA your measures Z' .
Size U c:n Planning I?atg Elaemr.ntss E/
Defects i E1:c. - L‘
T+ * o[ Task 2 B
* Task 3
Task n

Source: Implementing Goal-Driven Measurement (IGDM) SEMA Course. 2019. https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=635664
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ASF Target Risk Area Example: Systems Engineering

Technical Activity Management

Program Management

Goal 1—Engineering activities are planned and managed.

. . . . . « agw . . T L Supplier Dependenc
The purpose of this goal is to oversee the execution of engineering activities, including those “Management
performed by third-party contractors. Support

Independent Assessment and Compliance

Process Management

1. Is a plan for conducting the engineering activity developed and implemented?
2. s progress against the plan tracked and reported?

3. Are criteria established for reviewing and accepting acquisition and engineering work
products?

4. Are acquisition and engineering work products reviewed and accepted?
5. Are issues and risks that can affect engineering activities identified and resolved?
6. Are issues and risks that can affect engineering activities escalated to program

management and other stakeholders as appropriate?

ASF practices are in the form of goals and questions to initiate the GQIM.
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Software Security Requirements Metrics

Activities/Practices m Candidate Metrics

Conduct security risk Prioritized list of software Number and % of software
Performance of CNEWEEN S IGEER TR security risks security risks
the SWA modeling and controlled/mitigated (e.g.,

Prioritized list of design

high and medium risks)
weaknesses

activities can abuse/misuse cases).

provide metrics;
in some cases,
these must be
obtained from the
vendor

Number and % of software
security risks
accepted/transferred

Prioritized list of
controls/mitigations

Mapping of
controls/mitigations to
design weaknesses

Number and % of software
security controls/mitigations
selected for requirements
development
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ASF Target Risk Area Example: System Supplier Oversight

Supplier Performance Management

Program Management

Goal 2—Supplier performance is governed and managed. N
ngineering Lifecycle Management

The purpose of this goal is to assess whether performance is considered when evaluating o

suppliers that support the security/resilience of the program or system. Independent Assessment and Complance

Process Management

1. Is the performance of suppliers monitored against the security/resilience requirements of
the program or system? -

2. Is the responsibility for monitoring and managing the supplier established and maintained?

3. Are supplier performance issues documented and reported to the appropriate
stakeholders?

4. Are corrective actions taken to address issues with supplier performance?

5. Are corrective actions evaluated to ensure issues are remedied?

How can the selected practice be applied to all suppliers (including open source)?
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Managing Contractors and Suppliers: 4P Framework

|

Identified Criteria

Malicious Actors I

Realm of Observable Facts of OSS Projects and Products

I Red Flag

Project

74 Abandoned
Dependencies

. 4 Unfixed Workflow with
Secu rlty Critical Excessive
Vulnerabilities Permissions

Commit ID
Known
Malicious

Product Protectlon Policy

No Security
Policy

No Update
Tools

No Fuzz I

30 Unreviewed
Change Sets

12 Restrictive
Licenses

* Review data available

* Identify useful criteria

» Extract key data

« Map to acceptable criteria
 Evaluate red flags

» ldentify appropriate mitigations
» Confirm supportability

Measure and baseline what you
have, especially open source.
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Assess how you are vulnerable
and identify an improvement
path.
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Integrate measurement and
monitoring throughout the
lifecycle.
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